
Full Terms & Conditions of access and use can be found at
http://www.tandfonline.com/action/journalInformation?journalCode=titr20

Download by: [University of Colorado at Boulder Libraries] Date: 12 February 2017, At: 09:29

IETE Technical Review

ISSN: 0256-4602 (Print) 0974-5971 (Online) Journal homepage: http://www.tandfonline.com/loi/titr20

Internet of Things: A Comprehensive Review
of Enabling Technologies, Architecture, and
Challenges

Bhagya Nathali Silva, Murad Khan & Kijun Han

To cite this article: Bhagya Nathali Silva, Murad Khan & Kijun Han (2017): Internet of Things: A
Comprehensive Review of Enabling Technologies, Architecture, and Challenges, IETE Technical
Review, DOI: 10.1080/02564602.2016.1276416

To link to this article:  http://dx.doi.org/10.1080/02564602.2016.1276416

Published online: 08 Feb 2017.

Submit your article to this journal 

Article views: 10

View related articles 

View Crossmark data

http://www.tandfonline.com/action/journalInformation?journalCode=titr20
http://www.tandfonline.com/loi/titr20
http://www.tandfonline.com/action/showCitFormats?doi=10.1080/02564602.2016.1276416
http://dx.doi.org/10.1080/02564602.2016.1276416
http://www.tandfonline.com/action/authorSubmission?journalCode=titr20&show=instructions
http://www.tandfonline.com/action/authorSubmission?journalCode=titr20&show=instructions
http://www.tandfonline.com/doi/mlt/10.1080/02564602.2016.1276416
http://www.tandfonline.com/doi/mlt/10.1080/02564602.2016.1276416
http://crossmark.crossref.org/dialog/?doi=10.1080/02564602.2016.1276416&domain=pdf&date_stamp=2017-02-08
http://crossmark.crossref.org/dialog/?doi=10.1080/02564602.2016.1276416&domain=pdf&date_stamp=2017-02-08


Internet of Things: A Comprehensive Review of Enabling Technologies,
Architecture, and Challenges

Bhagya Nathali Silva, Murad Khan and Kijun Han

School of Computer Science and Engineering, Kyungpook National University, Daegu, Korea

ABSTRACT
Internet of Things (IoT) has become a continuously growing concept with the advancements of
ubiquitous computing, wireless sensor networks, and machine-to-machine (M2M) communication.
IoT connects heterogeneous physical devices and enables communication among them over the
Internet via uniquely addressable identifiers. This paper delivers an overview of IoT in the context
of the architecture and related technologies. However, IoT does not adhere to a universal
architecture. Hence, it describes widely accepted architectural designs, further elaborated with the
corresponding communication protocols and standards. Moreover, highly prevalent protocols and
standards are summarized, so that the reader can gain an overall view of IoT. Furthermore, it
describes some identified solutions and future directions towards overcoming the challenges
present in the IoT paradigm. Finally, the paper concludes with some applications of IoT, in order to
realize the feasibility of IoT concept in real-world scenarios.
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1. INTRODUCTION

Internet of Things (IoT) has become a buzzword in the
modern era of wireless telecommunication. Since it is an
emerging area of interest, further investigation in all cor-
responding concepts and factors would be beneficial for
the evolution of IoT notion. The fundamental idea of
IoT is to enable ubiquitous computing with the use of
uniquely addressable devices to identify information and
to enhance the information exchange without or less
human interaction [1]. This concept is facilitated by
smart objects, which are produced by embedding elec-
tronic components into regular objects, such as mobile
devices and home appliances. The connected devices
make them recognizable in the network and they
become capable of contextual decision-making as they
share their information, while accessing information
generated by other connected devices [2]. In fact, con-
nectivity with existing networks and proactive operation
based on different factors (context-aware computation)
are mandatory in IoT. The conventional explanation of
the Internet has been changed into an innovative notion,
since it has become the backbone of many intercon-
nected typical networks and network of smart objects
for information sharing and circulation [3].

In terms of the research community, the major disad-
vantage to the advancement of IoT can be considered as
scattered interest of scholars, which leads to working on
the specific domain rather than considering the holistic

development of IoT. Thus, it degrades the holistic devel-
opment of the notion, while hindering the realization of
IoT in physical world [4]. Many research works have
been conducted in the field of IoT, under varied inter-
ests. Atzori et al. have conducted a survey on IoT, with
the aim of elaborating main communication technolo-
gies [4]. A cloud-centric architecture for IoT applica-
tions and enabling technologies were taken into account
by Gubbi et al. in their findings on IoT [1]. Similarly,
Gluhak et al. stated the challenges to bridge the gap
between research and real-world aspects [5]. Moreover,
many open challenges have been identified by various
researchers in terms of security of information exchange
within IoT [5]. In addition, enabling a complex sensing
environment, power supply, multiple connectivity
options, privacy, evolving architecture, and the complex-
ity of IoT itself has been identified as other confronted
challenges [6]. The unique addressing of objects, storing
and representing the exchanged information has become
a huge challenge in IoT [4]. Apart from the technical dif-
ficulties, the adoption of the IoT paradigm is obstructed
by lack of a clear and widely accepted business model
that can attract investments to promote the deployment
of these technologies [7].

The above-mentioned challenges can be overcome up to
a certain extent, with the aid of a variety of wireless and
wired connectivity options, such as Bluetooth, WIFI,
Radio Frequency Identification (RFID) and Near-Field
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Communication (NFC). In order to support mesh net-
works and to attain a wider coverage, the existing WIFI
networks should be modified accordingly [8]. Further-
more, the emphasis on communication pathway of IoT
is essential to understand the information exchange
within IoT. It uses various standards, protocols and tech-
niques to distribute information. Aforementioned con-
nectivity options are categorized into three broad types
considering the geographical area coverage, i.e. Wide
Area Network (WAN), Local Area Network (LAN) and
Personal Area Network (PAN) [9]. Figure 1 depicts the
categorization concisely. In order to facilitate informa-
tion sharing within the IoT, it is essential to support
device-to-device (D2D) communication, interaction
between devices and the server architecture (D2S), and
share device data among server architecture (S2S) [10].

Multiple protocols and standards are involved with IoT
communication. Among them, Internet Protocol version
6 (IPv6), Internet Protocol version 4 (IPv4), IPv6 over
Low power Wireless Personal Area Network (6LoW-
PAN), Constrained Application Protocol (CoAP),
Transmission Control Protocol (TCP) and User Data-
gram Protocol (UDP) take a higher priority. However,
constrained device developers have stated UDP is advan-
tageous and cost-effective, due to its smaller size and
performance [11]. An attempt was made to propose a
model, which arranges these protocols into constrained
and unconstrained stacks according to the TCP/IP net-
work layer architecture. The unconstrained stack con-
tains common standards Extensible Markup Language
(XML), Hypertext Transfer Protocol (HTTP), and IPv4,
whereas the constrained stack holds protocols with simi-
lar functionality but replaced with those in which the

complexity is significantly reduced, i.e. Efficient XML
Interchange (EXI), CoAP, and 6LoWPAN [7]. IoT has
been rapidly developed and deployed in the real life with
the enormous contribution from the research centres
and companies [12]. The IEEE 802.3, IEEE 802.11 and
IEEE 802.15.4 are the most common standards related
to IoT [11]. Moreover, the Internet Engineering Task
Force (IETF) protocol suite has a vital contribution
towards IoT, and it has been evaluated by Sheng et al. to
determine the challenges for IoT [13].

2. IoT ARCHITECTURE

IoT has been introduced as the third wave of the web
after static pages web (WWW) and social networking
web. It is the worldwide network, which connects dispa-
rate types of objects anytime anywhere through the IP.
Scalability, interoperability, data storages reliability, and
quality of service (QoS) are the key areas to be consid-
ered, when defining an architecture for IoT [14]. In
order to attain these key features, multiple interest
groups have attempted to define a universal architecture
for IoT.

Among many proposed architectures, the conventional
IoT architecture has been divided into three layers, i.e.
perception layer, network layer, and application layer
[15]. The perception layer is acting as the bottom layer
of the architecture, which is responsible to extract infor-
mation from things and to transform it into a digital for-
mat. Subsequently, the network layer transports the
digital signals via the network, while the application
layer is liable for the application of transferred digital
signals into different contexts [16].

2.1 Perception Layer

As the initial phase of IoT, the perception layer collects
data from environment, i.e. temperature, humidity, etc.
as well as from heterogeneous devices and objects. Wire-
less Sensor Networks (WSN – consists with large num-
ber of small and resource-constrained sensors) plays a
major role in collecting and processing various types of
data in the perception layer [17]. These sensors and
other real-world objects in IoT, i.e. actuators, cameras
GPS terminals, etc. communicate with each other using
ZigBee, Wifi and many other protocols specialized for
short-range communication. The inner most circle of
Figure 1 depicts widely used short-range communication
technologies. IoT is an extensively broad network, con-
necting heterogeneous devices. Therefore, it is essential
to identify and address each object, device or thing
uniquely. In order, RFID, NFC, and Bluetooth are usedFigure 1: IoT communication technologies
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as identification technologies in addition to the commu-
nication. Moreover, recent endeavours on 6LoWPAN
have facilitated these devices to be addressed uniquely
within the network and seamlessly integrate to the net-
work without any extra hassel [14].

2.2 Network Layer

The network layer is considered to be the brain of the
IoT architecture. It facilitates secure data transmission
between the perception layer and the application layer.
The network layer delivers information collected at the
perception layer to multiple applications and servers. In
fact, the network layer is a convergence of communica-
tion networks and Internet. Numerous studies per-
formed on communication technologies and Internet
make the network layer to be the most developed layer
of the IoT architecture. Data processing takes place at
the network layer as a result of IoT management and
data centre. Hence, the “core layer” of IoT – the network
layer improves the ability of information operation.
Moreover, unique addressing and routing ability ensure
seamless integration of innumerable devices into a single
collaborative network, realizing the universality of the
IoT notion. Wired, wireless and satellite technologies
have contributed immensely towards this phenomenon,
i.e. Wi-Fi, Bluetooth, xDSL, PLC, etc. Simultaneously, a
great effort has been invested by IETF for the implemen-
tation of 6LoWPAN protocol, to forward IPv6 traffic in
IoT architecture assuring unique addressing of each con-
nected device within the network.

2.3 Application Layer

Application layer is the most top layer of the IoT archi-
tecture, which bridges the gap between the applications
and the users. The application layer is the IoT technol-
ogy combined with industry expertise to achieve a broad
set of intelligent application solutions [15]. For example,
it integrates IoT system functions to build practical
applications, such as the ecological environment and
natural disaster monitoring, intelligent transportation,
building health monitoring for heritage conservation
and cultural dissemination, fortune medical and health
monitoring [18]. Most importantly, the application layer
handles the global management of IoT applications [14].
Indeed, application layer conforms to specific standards
and protocols as shown in Figure 2. According to the
survey conducted [19], IETF’s CoAP has been identified
as the only protocol that runs over UDP, thus making it
the most lightweight, followed by HTML 5s Websocket
that significantly reduces the communications overhead.

However, in recent literature, authors have discussed a
five-layer architecture, in order to facilitate more gener-
alization [4,15,16]. Multiple attempts were made to
define the five-layer architecture focusing on numerous
aspects. However, the majority can be outlined into
objects, object abstraction, service management, applica-
tion layer and business layer as shown in Figure 2 [20].

The object layer is responsible for the collection of data
from heterogeneous devices. Furthermore, it processes
and digitizes collected data. Consequently, it transfers the
processed data to the upper layers [21]. This layer is repli-
cating the services of perception layer in three-layer archi-
tecture. The object abstraction layer is mediating between
the objects layer and service management layer using
communication technologies such as RFID, 3G, and
WIFI [21]. The network layer functionalities are handled
by the object abstraction layer. The service management
is in charge of pairing the requestor with the requested
applications while facilitating information processing and
decision-making [22]. The application layer provides
high-quality smart services as per request by the custom-
ers [21,22]. The business layer is the topmost layer which
constitutes a business model and graphical representa-
tions according to received data from the application
layer. In the three-layer architecture, the application layer
represents the responsibilities of service management
layer, application layer, and business layer of the five-
layer architecture as shown in Figure 2.

3. IoT ENTITIES

The realization of IoT relies on the required compo-
nents. According to the high-level functionalities, these
components are categorized into hardware, middleware
and presentation. However, few more taxonomies are
available for the categorization of IoT components. In
this section, the components are categorized in line with
the components’ contribution towards IoT, i.e. data

Figure 2: The IoT architecture
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acquisition, communication, computation, services and
visualization.

3.1 Data Acquisition

It is essential for IoT to gather differed types of data
from various types of devices, objects, etc., in order to
share them among other devices and applications of
IoT. This is facilitated by many technologies, i.e. RFIDs,
sensors, barcodes, GPS terminals, cameras, actuators,
etc. However, among these, RFID and sensors are wide-
spread due to its advantages over the other data collec-
tion modes. In general, the information sharing among
heterogeneous devices within the IoT environment is
facilitated via short-range communication modes.
Table 1 summarizes widely used short-range communi-
cation technologies.

RFID is a technology that incorporates a radio frequency
(RF) portion of the electromagnetic spectrum to identify
uniquely an object, animal, or person [31]. RFID tech-
nology is similar to barcode reading, even though the
performance is efficient than barcodes. RFID consists
with a transceiver, antenna, and the transponder. The
antenna transmits a RF signal to activate the transpon-
der. Then, the activated tag sends back the data to the
antenna. These data trigger the programmable logical
controller to perform a particular action. RFID tags are
advantageous than barcodes, since it is readable from a
considerable distance, rewritable, efficient, and rugged
[27]. However, RFID can be disadvantageous due to the
reader and tag collision, which is a common technical
issue [26]. On the other hand, sensors are experiencing a
renaissance as microelectromechanical systems (MEMS)
technology becomes less expensive and further miniatur-
ized [28]. Many IoT devices consist of sensors to identify
changes and behaviour of temperature, humidity, pres-
sure, motion, etc. However, to perform a specific task,
these sensors are paired with an application via hard-
wired programming.

NFC is a set of communication protocols used to com-
municate between two devices within the range of 10 cm
[29]. In general, one device is portable for the purpose of
getting the appropriate proximity. Full NFC-enabled
device can read information stored in passive NFC tags,
exchange information between two NFC-enabled devi-
ces and act as a smart card to perform transactions.
Thus, it can be stated that NFC acts as an identification
and communication technology [32]. Bluetooth is a
technology that uses short wavelength radio signals to
communicate among devices in a narrow proximity
while reducing the power consumption [30]. Bluetooth
works according to the master–slave architecture, and is
primarily designed for low power consumption. The
communication range varies with the propagation con-
ditions, antenna configuration, battery conditions, etc.

3.2 Communication

Subsequently, gathered data will be transferred via the
network, to be consumed and processed by the applica-
tions. Accessing the network was facilitated by the back-
bone developed using a variety of communication
technologies [33]. Bluetooth, RFID, NFC, Ethernet,
xDSL, WIFI, WiMax, PLC (power line communication)
and cellular networks are playing a major role in access-
ing the network. Among these, Ethernet and xDSL are
wired communication modes, which are capable of
transmitting data at a higher rate. However, the superi-
ority within the communication paradigm is acquired by
wireless technologies such as WIFI, WiMax, and cellular
networks, due to their higher flexibility [17].

WIFI uses radio waves to communicate among devices
according to the collection of IEEE 802.11 standard [34].
RFID, NFC, and Bluetooth contribute as short-range
communication modes, which are widely used to retrieve
environmental data from physical devices. PLC is
another important technology, which enables network
access via the electrical power system. This is advanta-
geous over other wired mechanisms due to the cost-
effectiveness. However, it is affected from coexistence
interference, since it operates on 2.4 GHz frequency
band with other technologies, i.e. Bluetooth and ZigBee
[35]. Table 2 Illustrates a brief summary related to com-
mon communication technologies in use.

3.3 Computation

IoT is connecting a variety of data sources, which gener-
ates an enormous amount of data. IoT is considered to
be a computational grid, as it consists with a number of
devices and software applications that are capable of

Table 1: Common short-range communication technologies
[23–30]
Technology Range Identify Com. Mode Applications

RFID 3–10 m @ One-way Indoor continuous
moving navigation

Smart parking
Battery less remote
control

NFC �10 cm ‘ Two-way Smartphones
Parking meter
E-ticket booking

Bluetooth Up to
100 m

‘ Two-way Home automation
Communication with
peripherals
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processing those data [36]. Various hardware compo-
nents and platforms, i.e. Panstamp, Arduino, XinoRF,
Raspberry PI, Beaglebone Black, UDOO, etc. host these
IoT applications [37]. In addition, operating systems such
as RTOS, TinyOS, LiteOS, and RiotOS are vital software
platforms, which are used to utilize the IoT functionalities
[38–40]. In order to enhance the efficiency of the compu-
tation power, an architecture has been proposed to get
full advantage of proximal devices in [38]. IoT computa-
tion and analytics immensely vary across a wide range
from agriculture to health care. Moreover, several compu-
tational areas are identified by the researchers to enhance
the working capabilities of the IoT communications [36].

3.4 Services

IoT services are categorized into four major sections, i.e.
(1) identity-related services, (2) information aggregation
services, (3) collaborative-aware services, and (4) ubiqui-
tous services [41,42]. The identity-related services can be
either active or passive. In general, the identity services
have two major components namely identifier and read
device. The reading device reads the identifier and request
for more details of the encoded device information from
the name resolution server [42]. Meanwhile, the informa-
tion aggregation acquires data from various sensors, pro-
cess, transmit and report the data to the application via
IoT [41]. As the next stage, collaborative-aware services
use aggregated information for decision-making, followed
by an action corresponding to the decision made. Ubiqui-
tous, as the name implies provides collaborative services
to anyone, anywhere during any time [42]. The ubiqui-
tous network is a fully connected, reliable, and an intelli-
gent network, which contains integrated content
technology, microtechnology, and biotechnology [41].

3.5 Visualization

In IoT, many applications emphasize on acquiring data,
to apply computations and visualize later [43].

Visualization is vital in IoT applications, since it pro-
vides interaction with environment and users. Moreover,
it holds both event detection and visualization of the raw
and modelled data according to the user preference [1].

4. IoT STANDARDS

TCP/IP was considered to be promising for realizing
IoT, since it is the baseline standard for computer net-
working. However, the usability of IPv6 was restricted
due to the low power and low bandwidth. Hence, many
interest groups have laid their effort to define standards
for IoT, in order to support and to simplify IoT applica-
tion development. World Wide Web Consortium
(W3C), Institute of Electrical and Electronics Engineers
(IEEE), Internet Engineering Task Force (IETF), and
EPCglobal have given the major contribution towards
IoT Standards. An overview of few common standards is
presented in this section.

The IEEE 802.15 PAN working group has extended their
contribution towards IEEE 802.15.4, which is dedicated
for low power, low data rate, low cost and short-range
communications [44,45]. Consequently, a larger per-
centage of mobile devices were developed to be
compliant with IEEE 802.15.4 [13]. The standard allows
1280 bytes of maximum transmission unit (MTU) size
for IPv6 packets. However, the physical layer has a maxi-
mum frame size of 127 bytes, which is further restricted
by 25 bytes of maximum frame overhead. Hence, IPv6
packets cannot be fit into IEEE 802.15.4 packets [46].
Due to this fact, usable space for upper layer protocols is
restricted for 86–116 bytes. Although it ensures fully
handshake protocol for data reliability, it reaches only
up to the maximum of 250 kb/s in 2.4 GHz, resulting in
reduced scalability and inefficient traffic load balancing
[13,47]. IEEE 802.15.4 specifies both physical (PHY) and
media access control (MAC) layers, with permission of
altering according to the application requirement. How-
ever, in multi-hop settings, the reliability of this protocol
becomes unpredictable, due to the single-channel nature
of the MAC protocol. Unavailability of a built-in fre-
quency hopping technique leads IEEE 802.15.4 MAC
layer prone to failure, due to interference and multi-path
fading. Therefore, the MAC protocol of IEEE 802.15.4
has been enhanced to utilize time slotted access, multi-
channel communication, and channel hopping via Time
Synchronized Channel Hopping (TSCH) in IEEE
802.15.4e. Consequently, IEEE 802.15.4e MAC layer
mitigates the adverse effects interference, and multi-path
fading, while improving the reliability issues that existed
in the MAC layer of IEEE 802.15.4 [48].

Table 2: IoT communication technologies
Tech. Medium Max coverage Limitations

WIFI Wireless Up to 100 m Interference with WIFI
communications

Ethernet Copper cables Up to 50–70 km Physical medium
Wimax Wireless Up to 50–70 km Low data rate in the

real world
Sensitivity to weather
conditions

Cellular Wireless 10 m to 100 km Restricted wireless
spectrum

xDSL Twisted pair,
copper cable

1.3 km Asymmetric
communication

PLC Electrical power
system

1500 in premises
100 m between
devices

Mutual interference
with other
technologies
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ZigBee is another important standard for IoT applica-
tions. It is a property of the ZigBee Alliance, which is a
group of companies joined to create and promote the
new standard. ZigBee shows similarity to IEEE 802.15.4
as it is self-forming, self-healing, and supports star and
mesh topologies [49]. It defines upper layers of the archi-
tecture on top of PHY and MAC layers of IEEE 802.15.4
standard. The ZigBee standard is tailor-made for moni-
toring and control applications. Thus, it suits for applica-
tions such as building automation, personal health care,
industrial control, and lighting and commercial control.

IETF has contributed the IoT evolution with 6LoWPAN
standard, established based on IPv6. It indicates IPv6
over low-power wireless personal area network (IEEE
802.15.4). IPv6 was considered to be the base model for
6LoWPAN, due to its extensibility, universality, and sta-
bility [13]. 6LoWPAN working group of IETF was
focused to overcome the drawbacks in IPv6 datagrams
while transmitting over a low-power WPAN. The con-
siderations were how to carry IPv6 datagrams in
802.15.4 frames (due to the huge mismatch between
MTU of IPv6 and IEEE 802.15.4 as mentioned before)
and how to perform necessary IPv6 neighbour discovery
functions (e.g., address resolution, duplicate address
detection) in a network with overlapping broadcast
domains [50]. 6LoWPAN has three primary elements,
namely header compression, fragmentation and layer-
two forwarding [51].

Routing is a challenging task for 6LoWPAN due to many
reasons. They can be identified as low-power lossy net-
works (LLN), battery-powered nodes, and frequently
changing mesh topologies resulting from mobility [52].
IETF proposed a Routing Protocol for LLN (RPL), consid-
ering IPv6 behaviour and 6LoWPAN mechanism. It sup-
ports to build a robust topology in a lossy network, with
minimal routing requirements [20]. The building block of
RPL is a Destination-Oriented Directed Acyclic Graph

(DODAG). In a converged LLN, each router has identified
stable set of parents, which could be the next hop on the
path towards the root [53]. RPL has separated packet
processing and forwarding from the routing optimization,
in order to be used by a variety of application domains
[54]. These standards are summarized in Table 3.

5. COMMUNICATION PROTOCOLS

IoT supports multiple communication protocols, which
are either open or proprietary. Some of the protocols were
readily available and others were specifically implemented
with the purpose of extending IoT capabilities. According
to [20], IoT communication protocols can be classified
into four major categories, as to application protocols, ser-
vice discovery protocols, infrastructure protocols, and
other influential protocols. An overview corresponding to
application protocols, infrastructure protocols, and service
discovery protocols will be discussed later in the next sec-
tion. Moreover, Figure 3 gives a summarized view of the
IoT communication protocol stack.

5.1 Application Protocols

The application layer is at the top of the architecture,
bridging the IoT application and the underlying

Table 3: Standards related to IoT [55,56]

Standard Implemented by Accessing layers
Influential
protocols Features

IEEE 802.15.4 IEEE PHY and MAC layers IEEE 802.15 & Low power data transfer
& Low data rate
& Low cost

IEEE 802.15.4E IEEE PHY and MAC layers IEEE 802.15.4 & Modification in MAC layer of IEEE 802.15.4
& High reliability in multi-hop settings

ZigBee ZigBee Alliance Upper layers (Network, Transport,
Application)

IEEE 802.15.4 & Built on PHY and MAC layers of IEEE 802.15.4
& Self-forming
& Self-healing

6LoWPAN IETF Network layer IPv6 & Carry IPv6 datagrams on IEEE 802.15.4
& Neighbour discovery in overlapping
broadcast domain

RPL IETF Transport layer IPv6
6LoWPAN

& Maintain routing topology
& Update routing information

Figure 3: IoT communication protocols stack
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platform. There are many communication protocols
defined for the application layer. CoAP, MQTT, XMPP,
HTTP-REST, and DDS are some of the common proto-
cols. The following paragraphs give a brief description
about CoAP and MQTT application layer protocols.

CoAP is a stateless protocol developed by IETF for IoT
applications. CoAP is Representational State Transfer
(REST)-based protocol; therefore, CoAP-REST proxy
translation can be done directly [20]. It was defined by
means of replacing HTTP for lightweight and resource-
constrained devices [57]. In order, slight modifications
were made in HTTP to enable low power consumption.
Since it is bound to UDP, it reduces TCP overhead and
reduces bandwidth requirements, thus making it an
excellent fit for IoT communication [19].

UDP does not provide reliability, CoAP has defined four
types of messages, namely confirmable (CON), non-con-
firmable (NON), reset (RST) and acknowledgement
(ACK). The reliability is gained by a combination of
confirmable and non-confirmable messages, together
with datagram transport layer security (DTLS). The reli-
able transmission process of CoAP sends CON message
with a message ID and it is retransmitted to the receiver
until the sender receives an ACK message with the same
ID. At the failure of processing CON message at the
receiver end, it sends RST message instead of ACK.
Non-confirmable messages are sent, whenever reliable
transmission is not enforced for the message [58].

MQTT (Message Queue Telemetry Transport) was
introduced by IBM, aiming to connect embedded devi-
ces and networks with applications and middleware. It
uses TCP as the transport layer protocol. The lightweight
broker-based nature of MQTT makes it simple and easy
to implement [59]. MQTT is appropriate for constrained
devices connected to a low bandwidth or unreliable net-
work. MQTT consists with a subscriber, broker, and a
publisher. In order to become a subscriber, a device
needs to be registered for a specific topic. Then, the pub-
lisher generates information and transmits information
to subscribers via brokers. MQTT determines the Qual-
ity of Service (QoS) depending on the message delivery
reliability. It assigns QoS value from the pre-defined
three levels [60].

5.2 Infrastructure Protocols

Infrastructure layer can be further categorized into phys-
ical layer, link layer, network layer, and routing layer.
Specific protocols have defined for each of these layers.
These infrastructure layers can be mapped into the

layers of IoT architecture previously mentioned in Sec-
tion 2. The physical and link layer protocols are operat-
ing on the perception layer of IoT. Meanwhile, the
network and routing layer protocols functioning on the
network layer of the generic IoT architecture. The layer
hierarchy is shown in Figure 3.

RPL is an infrastructure communication protocol, which
is functioning in the routing layer. IETF quickly recog-
nized the need for an IPv6-based lightweight routing
protocol for IP smart object networks. The ROLL work-
ing group of IETF then came up with the RPL specifica-
tion. RPL is a distance vector protocol, which describes
on building a DODAG [61]. Similarly, it uses four types
of control messages. The first type of message is
DODAG Information Object (DIO) messages which
indicate the rank of the device after considering calcula-
tions and matrices. The DIO rank is helpful to find the
preferred parent path, where device rank is higher than
the potential parent ranks. The Destination Advertise-
ment Object (DAO) messages are used to support
upward and downward traffic to a specific parent. The
DODAG Information Solicitation (DIS) messages are
used to acquire DIOs from nodes in proximity. The last
message type is DAO Acknowledgement (DAO-ACK),
generated as a response to DAO message [53]. There are
two modes of operation (MOP) in RPL, storing and
non-storing modes. The non-storingmode directs down-
ward traffic using source routing while in the storing
mode messages are directed based on destination IP
address [53].

6LoWPAN is another protocol developed by IETF,
which is operating in the network layer of the infrastruc-
ture. Since 6LoWPAN was built taking IPv6 as the base,
it facilitates interoperability with other IP networks, as
well as with other wireless devices on IEEE 802.15.4.
6LoWPAN allows each constrained device to be accessed
uniquely within the network, making the administration
tasks easier. Moreover, it is responsible for fragmenting
and reordering of IPv6 packets, compressing protocol
stack headers, enabling stateless addressing, providing a
basis for “mesh-under” routing and assuring consistency
with the upper layers [62]. In IP routing over 6LoW-
PAN, additional header information is not a mandatory
field, so that it reduces unnecessary packet overhead
while saving more space for data to be transferred [63].
Moreover, 6LoWPAN has a mesh address header to sup-
port routing of packets in a mesh network, but leaves the
details of routing to the link layer [64]. 6LoWPAN
header is identified by the type field represented in the
first two bits of the header. There are four types of head-
ers defined for 6LoWPAN communications, i.e. (1) If
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the packet is not for 6LoWPAN processing, the header is
set to No 6LoWPAN (00); (2) If the header is set as Dis-
patch (01), it indicates that the packet is ready for IPv6
header compression; (3) The Mesh-Addressing (10)
header-type forward IEEE 802.15.4 frames to the link
layer as required, to create multi-hop networks; and (4)
Fragmentation (11) header is used if the packet size
exceeds IEEE 802.15.4 frame size [65].

The IEEE 802.15.4 defines 16 channels between 2.4 and
2.48 GHz, where each channel is 2 MHz wide and sepa-
rated by 5 MHz from each other. The rationale is to
ensure that channels will not get interfere with one
another [52]. This protocol is capable of supporting star
and mesh topologies [47]. The devices of IEEE 802.15.4
can be of two types, i.e. (1) Full functional devices (FFD)
and (2) Restricted functional devices (RFD). The FFDs
are capable of creating, maintaining and coordinating
the network (PAN Coordinator) and can communicate
with any other device in the network. However, the
RFDs are devices with limited resources, and allowed to
communicate only with the coordinator. However, IEEE
802.15.4 comes across reliability issues of the MAC layer
as mentioned in Section 4.

In order to overcome the drawbacks of IEEE 802.15.4,
the IETF has made modifications in the MAC layer and
released it as IEEE 802.15.4e. This protocol defines how
the MAC layer executes a schedule. The schedule execu-
tion can be either Centralized or Distributed. In the cen-
tralized approach, the schedule is created by a manager
node. Similarly, the connected nodes periodically inform
the manager about the other nodes, which are generating
data. Then manager creates the schedule considering
received information. In fact, centralized scheduling is
very efficient, since the manager is aware of the activities
of the whole network. In the distributed scheduling,
nodes locally determine the schedule with adjacent
nodes, and scheduling a link for each neighbour would
be the easiest mechanism. However, the distributed
scheduling is applicable for highly dynamical networks,
i.e. networks with mobile nodes, networks with many
gateway nodes [48].

In order to be active for a longer duration, the Bluetooth
Low Energy (BLE) was introduced, which operates over
a short-range radio with lower power characteristics.
The BLE is a promising technology in IoT, due to its
ultra-low power consumption and lower latency com-
pared to the classical Bluetooth. The BLE uses a client-
and-server model where a client connects and accesses
one or several servers. In this scenario, the data genera-
tors such as sensors and actuators act as the servers,

while laptops, smartphones, and other application devi-
ces act as the clients. In order to achieve low power con-
sumption, it keeps the radio turned off during idle
periods. Similarly, it turned on the radio to send or
receive smaller data packets.

5.3 Service Discovery Protocols

Service discovery protocols are essential to have a proper
mechanism to register and discover devices and services
dynamically and efficiently. Multicast Domain Name
System (mDNS) and DNS Service Discovery (DNS-SD)
are the prominent protocols with this regard. However,
these protocols should be modified accordingly, in order
to use with the resource-constrained devices in IoT.

mDNS is used to resolve records in local network with-
out a central DNS server [66]. mDNS packets show an
extreme similarity of 99% to the DNS packet format.
mDNS is fitting for smart devices on IoT as it does not
need manual configuration, capable of running without
infrastructure and has ability to continue to work at a
failure of infrastructure. mDNS sends IP multicast mes-
sage to all nodes in the domain requesting for a reply
from the node that has the mentioned name. As shown
in Figure 4, the corresponding node replies to all the
other nodes in the domain including the requestor, so
that all other nodes update the local cache with the given
name and the responded IP address.

DNS-SD is used to discover services on a network. This
protocol is compatible with mDNS, but independent
from it. DNS-SD facilitates zeroconf networking (point-
to-point communication without external configura-
tions). DNS-SD does not require external administration
or configuration to connect new machines. The service
discovery is achieved in two steps: (1) Discover host
names of the requested service, and (2) IP pairing corre-
sponding to the host names.

Figure 4: mDNS protocol request and response scenario
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6. IoT CHALLENGES AND FUTURE DIRECTIONS

Even though IoT is widely accepted and practically in
use, there are many areas to be considered for further
improvement. This section describes a few IoT chal-
lenges and future directions.

Among IoT challenges, availability, performance, secu-
rity, reliability, scalability, interoperability, and mobility
can be identified as major challenges.

IoT is defined with means of facilitating information
anytime, anywhere to any person who requests for it
[14]. Thus, availability is highly critical for IoT realiza-
tion. In order to achieve high availability, the IoT net-
work needs to ensure high availability of physical
devices as well as IoT applications, which connects the
user to IoT. Redundant maintenance of vital hardware
devices and programs is a feasible solution to this issue.
So that, at a failure, the redundant device or the program
can be used to perform load balancing [67]. Even though
redundancy increases complexity, there are situations
where simplicity is compromised to achieve availability.
Thus, redundant hardware components can be a feasible
solution to achieve availability. In [67], two redundancy
models are proposed. The passive redundancy model
performed better compared to the active redundancy
model. Moreover, in the passive model, spare compo-
nents are activated only when the primary component
fails. During the other times, those components will be
at sleep mode or partially loaded mode. The reference
provided claims a mathematical model based on Markov
Chain, which estimates availability and reliability.

The performance of IoT cannot be evaluated using a
simple mechanism, since it depends on components and
performance of involving technologies. Moreover, huge
amounts of data, network traffic, and heavy reliance on
the cloud are the other factors that influence the perfor-
mance of IoT [68]. Cloud facilitates resource-sharing,
which is a vital requirement of IoT environment. In
addition, the convergence of IoT and cloud enables the
users to access the services irrespective of the location
via an Internet connection. The convergence of IoT and
cloud follows cloud-based IoT approach or IoT-centric
cloud approach. In either ways, new challenges are fore-
seen, i.e. dynamic resource management, orchestration
techniques, and dynamically offloading from clients/
hosts to cloud, while overcoming existing individual
challenges of cloud and IoT [69]. Matrices are available
to measure the processing speed, cost and communica-
tion speed. However, there are only few studies on per-
formance of 6LoWPAN [70,71], RPL [72–74], IEEE
802.15.4 [75] and application layer protocols; a complete

IoT evaluation has not taken place to date. Hence, this
gap needs to be filled up in near future, taking into
account holistic view of IoT.

Security is an essential requirement of most of the appli-
cations. Therefore, relevant mechanisms should be
adapted in order to meet user expected security level. In
terms of security scope, it includes rarely addressed tasks
such as trusted sensing, computation, privacy, communi-
cation and digital forging [76]. However, the security has
become a critical issue, since IoT does not adhere to com-
mon security standards and an architecture [20]. IoT
connects enormous amount of heterogeneous devices,
resulting in increased vulnerability, due to the increased
number of malware entry points. Therefore, traditional
security architectures cannot fully satisfy the security
requests of IoT. In order to mitigate the existing security
issues in an IoT architecture, a scheme has been proposed
based on a dynamic defense security mechanism by
applying a biological immunology approach [77]. Fur-
thermore, the attempts were made to secure the IoT com-
munications by ensuring the security of IoT devices in
[76]. As the initiation, the authors have proposed to
adopt computer-aided design (CAD) techniques to design
IoT devices, which are highly optimized in both energy
and security. Importantly, CAD techniques can be used
to implement strong and ample security with a low cost
compared to expensive hardware-securing concepts pro-
posed recently. Similarly, literature consists of several
approaches to tackling the security issues in the current
IoT paradigm. However, still many challenges are unre-
solved such as securing links during a dynamic mobility
environments and authentication of the devices. Authors
of [76] have suggested that securing IoT devices would
secure IoT communication. Hence, they have proposed
CAD-based model to design IoT devices as the initial
step of securing them. However, it is practically not in
use until date. Thus, the authentication of IoT devices in
real-world scenario still has unresolved issues.

Reliability is not just passing information reliably, but
being able to bear up changing environmental condi-
tions, be resistant to security problems and long-term
usability [78]. Availability and reliability go parallel, but
reliability is considered to be vital in critical applications
[79]. Reliability needs to be guaranteed in all aspects of
software; hardware belongs to the architectural layers of
IoT. Attempts were made to explain clearly the reliability
consideration for link, transport and application layers
together with the architecture considerations [78].
Moreover, a probabilistic approach was proposed to for-
mally describe and analyze reliability and cost-related
properties of the service composition in IoT [80].
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The development of embedded technologies leads to
increase the number of smart devices. The rapid growth
of smartphones and tablets has increased the devices to
person ratio up to 1.84 in 2010 [81]. Similarly, the client
requirements from applications increase time to time.
The ability to add more devices and services to IoT with-
out degrading the QoS can be defined as the scalability of
IoT. This task becomes hectic due to the heterogeneity of
devices and underlying technologies. A distributed,
interoperable architecture was proposed for IoT, which
enables unified addition of new devices via a layered
architecture to address the scalability issues in [82]. In
general, QoS degrades when introducing new services
and devices to IoT environment, consequent to the het-
erogeneity of them. Hence, it is vital to address the scal-
ability issues without degrading the QoS for the
realization of IoT notion. Thus, a scalable, distributed
architecture has been proposed in [82]. The IoT infra-
structure is categorized into three layers (1) virtual
object layer (VOL), (2) composite virtual object layer
(CVOL), and service layer (SL). The functionalities of
the three layers, i.e. object virtualization, service compo-
sition and execution, and service creation and manage-
ment, are put together to form the base structure “IoT
daemon” of the distributed architecture. Every object
hosts its own IoT daemon based on its processing power
and memory. The three layers of IoT daemon unify var-
ious applications. VOL digitally represents each object’s
properties and functionalities. However, multiple
objects work in collaboration to perform a task. Thus,
during runtime, CVO is created as a mash-up of VOs
corresponding to the task. In order to create a mash–up,
potential VOs should be identified, which is done at the
CVOL. Since all the devices are not centrally connected,
it is a distributed architecture. With the aid of uniform
representation of objects (VO), addition of new objects
to the IoT network does not degrade QoS. The increase
of network elements (NE) in the Internet leads to scal-
ability issues in the network. Attempts were made by
Barbosa C. Souza et al. to compensate the scalability
issues with a service-oriented path computation element
(S-PCE) instead of conventional host-oriented PCE.
The comparison between results obtained and DNS
server’s logs confirmed that the proposed model sup-
ports more network elements than host-oriented PCE
[83].

Interoperability is another major concern with regard to
IoT, since various types of devices are connected to each
other via IoT. Hence, IoT should facilitate services to all
these devices regardless of the type, as interoperability is
a necessity. This can be achieved to a certain level at the
network and application level by adhering to

standardized protocols. However, achieving interopera-
bility is challenging due to ambiguous interpretations of
the same protocol. Therefore, interoperability of IoT
would become more realistic by avoiding such ambigui-
ties. The authors proposed a solution to address IoT
resources using web protocols via IoT hubs in [84].
Thus, the interoperability challenges reduced to present-
ing hub catalogues and data formats.

Most of the devices connected to IoT are mobile devices,
and makes the scenario complex, since IoT applications
need to deliver services considering the mobility factor
as well. The sensor nodes in IoT facilitate mobility by
using available standard management protocols, i.e.
Mobile IPv6 (network layer) and TCPmigrate (transport
layer), in order to facilitate mobility. However, these
standards are too complex to be used in IoT nodes. A
CoAP-based mobility protocol (CoMP) was found to be
suitable for constrained devices in IoT [85]. Moreover, a
group mobility management (GMM) mechanism is
shown to be promising to ensure mobility [86]. In this
context, machines are grouped according to mobility
patterns and leader machine does mobility management
for the group.

7. IoT APPLICATIONS

The concept of IoT has uplifted the opportunities to use
capabilities of heterogeneous devices, which are con-
nected, thus leading to the enhancement of innovating
novel applications. This section gives an overview of
common IoT applications such as health care, smart
home, and smart cities, as shown in Figure 5. It illus-
trates the major applications of IoT and the interconnec-
tion among them.

Figure 5: IoT applications
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Currently, the health care has started moving towards
home-centric health care services, from hospital-centric
services [87]. Hence, it is crucial to use technological
advancements in the health care sector. IoT technologies
are widely applied in assisted living solutions. The body
temperature, blood pressure, and breathing patterns are
monitored through sensors placed on the body. More-
over, another use of IoT in health care is to monitor the
patients from a remote location. With regard to elderly
health care, fall detection is another important applica-
tion of IoT. In hospital settings, hygiene of the hospital
and equipment monitoring can be facilitated by using
various types of sensing and actuating mechanisms.

The smart home is an innovative concept, which sup-
ports the residents to central controlling of lights,
enhance security, heating ventilation and air condition
controlling (HVAC), monitor the resource consumption
and patterns of consumption, so that it leads towards
maximum resource utilization of household. Moreover,
IoT concepts can be applied to control home appliances
remotely, to feed pets, and to detect intrusion and
smoke. The internal network, intelligent control, and
home automation are crucial for realistic, smart homes.
An architecture was proposed to merge the smart home
into the cloud architecture, so that smart home applica-
tions can provide many services, while gathering more
information from the cloud [88].

The advancement of IoT has laid its roots to transporta-
tion as well. In general, smart transportation helps pre-
vent/monitor accidents and also used to location-
finding. Moreover, smart transportation can be extended
to airlines, logistics, and trains. In addition, it includes
smart parking, package monitoring, traffic routing, and
insurance adjustments as supporting services.

Another emerging application of IoT is the implementa-
tion of smart cities. Smart cities are defined with the aim
of making a better use of the public resources, increasing
the quality of the services offered to the citizens, while
reducing the operational costs of the public administra-
tion [7].

Al-Hader et al. proposed a five-level pyramid archi-
tecture for smart cities. The bottom layer is the smart
infrastructure layer including electronics, water, natu-
ral gas, fire protection, electronic communications,
and network, as shown in Figure 6 [89]. Street light-
ing, waste management, maintenance, surveillance,
emergency and building health monitoring are some
of the major functionalities that can be included in
smart cities.

IoT is still evolving due to the integration of novel con-
cepts as well as the adaption of existing technologies.
Thereby, it supports the development of more realistic,
competitive, and advanced IoT-based applications. The
development of IoT applications based on the client
requirements evolves according to the needs of the users.
Moreover, many organizations and interest groups are
geared to standardized IoT-related technologies to
ensure more effective and secure applications.

8. CONCLUSION

IoT is a maturing concept, which connects various types
of devices seamlessly to generate an enormous amount
of data, and shared among the devices. The processed
information is used for critical and non-critical deci-
sion-making so that it improves the quality of life.

This paper has presented a basic overview of IoT, fol-
lowed by a summarized description regarding available
architectural models of IoT. Moreover, some important
standards and protocols were discussed in terms of IoT
communication technologies. These standards and proto-
cols are presented in a very simple and concise way so
that it can help the reader to understand the basic con-
cepts easier. Moreover, various applications of IoT have
been identified to ensure the better use of these applica-
tions in our daily lives. The latter part of the paper pre-
sented some issues and attempts made by the researchers
to overcome these challenges. The main challenges of an
IoT environment are security, availability, and perfor-
mance. Indeed, it is vital to address these challenges to
ensure the growth of IoT applications. Therefore, IoT
applications can be integrated with advanced security
mechanisms to detect threats and anomalies, while occu-
pying predictive analysis to evolve the integrated security
mechanisms. Moreover, it is crucial to address the coexis-
tence interference of IoT environment, which consists
with multiple communication technologies, i.e. Bluetooth,

Figure 6: A pyramid architecture for smart cities
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ZigBee, and Wi-Fi. Thereafter, the packet loss due to
coexistence interference will be minimized. The adoption
of optimized channel selection algorithms and hop
count-reducing mechanisms such as coordinator/actuator
placement are worthy solutions, which enhance the avail-
ability and reliability of the IoT environment. Finally, the
paper described feasible IoT applications, in order to
affirm the applicability of IoT in the real world.
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